Using Quantitative and Behavioral Data
for Risk Prioritization and Audit Planning
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Quantitative Data Analysis

Basic Analysis

High Impact
™ | @
Descriptive Predictive
Statistics Modeling
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Data Mining Machine Learning
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Low Impact

Advanced Analysis

https://6sigma.us

https://www.6sigma.us/six-sigma-in-focus/quantitative-data-analysis/ 2



What is behavioral data?

App downloads Page views
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Social activity

Behavioral & * Email sign-ups
Data
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User sentiments Cart metrics

https://www.fullstory.com/blog/behavioral-data/



anumnyvesveyana Risk-Based Audit

e Shift from traditional to proactive au'diti'ng '
®

' » Data provides early warning signals

e Audit Risk-Baséd'Approach




Traditional Approach
Focus on identifying errors.

Smaller number of
transactions. 100% testing.
Transaction based audits.
Emphasis on financial controls
only.

Voluminous manual records.
Audit viewed as external
function.

Single Discipline

3https://www.Iinkedin.com/posts/

Shift from Traditional Approach to Risk Based Approach

Risk Based Approach
Focus on identifying risks.

Voluminous transactions.
Sample testing.

Process based audits.
Emphasis on controls in all
business processes.

Soft data from systems.
Audit viewed as collaborative
function.

Multi-disciplinary, Subject
matter experts




Bata provides early warn g signals

Monitoring
programa

Lomputer Remote
models sensing

Data (q
storage E

EARLY WARNING SYSTEMS EARLY WARNING SYSTEMS

THREAT ALERT DISSEMINATION DAMAGE
DATA COLLECTION ASSESSMENT <Ll PUBLIC NOTIFICATION ASSESSMENT

N

MONITORING | warNING RECOVERY

EVARGENCY EVACUATION EMERFCY ROUTES DAMAGE
SHELTERS EMERGENCY SHELTERS LONG-TERM SUPPORT
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Types of Data for Risk Assessment’

e Quantitative: ratios, trends, variances

e Behavioral: tone, attitudes, compliance
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Examples of Quantitative Data

* NPL Ratio: 5.2%

* Budget variance: £12%
* Turnover: 15% per year
* Complaints: 25 cases



Risk Scoring& Heat Map

e Assign scores 1—5 based on
|mpact X Ilylhood
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Probability
Measures how likely it is that a risk will occur.

5x5 Risk Matrix Example

Impact

Measures the potential severity of the risk’s consequences.

Insignificant

@

Minor

@)

Severe

(5)

Significant
(3)

Almost Certain

(5)

Likely
(4)

Moderate

3)

Unlikely
(2)

Rarely
(1)
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gaeene Heat Map
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RISK MAP
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Key Behavioral

Indicators
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Collecting Behavioral Data
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Integratirig Quantitative + Behavioral Data
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Integrating Quantitative + Behavioral Data
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Integrating Quantitative + Behavioral Data
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ﬁ'r slating Ri@ Results into Audit Plans

e Rank audit areas by risk.
o Allocate aﬁdlt hours proportlonally
1IRIm
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¥ mple: l@ﬁk -Based Audit Plan

* Credit Division 4.5 High 20 days
. Procuremﬁnt 2 Medlum 10 days
. Accountmg 2.1 Lowl5 days
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unicati(@ and Updating the Plan
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Risk Dashboard/ Heat Map E.xamlp'le'

e Red-Yellow—Green zones
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Mini Workshop Case
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Case S+uolg
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Case S’ruolg

Hitnausy neaadinazuuuy Impact
Likelihood 1-5 annynnsal
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LOW

Review every 2-3 years or
on change

MEDIUM

Annual review

. HIGH

Quarterly review +
mitigation plan

CRITICAL

Immediate action +
quarterly review

2 3 4
LIKELIHOOD




Key T?@Qpaways

<

1. Quantl\h\ve data shows what happens

3. Comblne bath for comp

4. Pr’epare @udlt plan
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